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CocTosiHue pbiHKa cuctem IPS

PeweHue IPS-1 ot Check Point

— ApXuUTeKkTypa

— OYHKUMOHalbHbIE BO3MOXHOCTH

— JIMHenKa NpoayKTOB U XapaKTepUCTUKA

— LleHbl n nnueH3npoBaHue

— [1penmyLiectBa No cpaBHEHNUIO C KOHKYPEHTaMU

CtpaTterusa Check Point B oTHoweHun IPS-1
3akrovyeHue
Bonpochl
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Check Point 3awmuiaeTt Bce ypoBHU ceTH,
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CocCTosiHME U NEePCrneKTMBLI PbIHKA

IDC: Exxeroabin 0630p pbiHka cpeacts Ub MacwTabbl pbiHka cuctem IDS/IPS

Top 10 Security Technelogies Planned for Degloyment in the

Mext 12 Months by Company Size IPS Market 2005-2010
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CocTosAHMneE pbiHKa cuctem IPS

PeweHue IPS-1 ot Check Point

— ApxuTekTtypa

— ®OYHKUUOHaNbHbIE BO3MOXHOCTHU

— JInHenKa NPOAYKTOB U XapaKTePUCTUKN

— UeHbl n nuueH3npoBaHue

— MNMpenmyLwecTtBa No cpaBHEHNIO C KOHKYpPEeHTaMu

CtpaTterusa Check Point B oTHoweHun IPS-1
3akrovyeHue
Bonpochl



Apxutektypa Check Point IPS-1

 Real Time Views
* Advanced Forensics
* Reporting and Compliance

IPS-1 Management Server
» Optimized Data Store

» Multi-Element Correlation
* Dynamic Shielding

- Netforensics
- Nessus
- More...

IPS-1 Sensor

* Hybrid Detection Engine




LleHTpann3oBaHHOE ynpaBrieHne

(Standard =4

Internet
IPS-1 Mgmt Server

(Linux, Solaris)
ey p— IPS-1 Sensor 200

(Appliance)
Mgmt %
Net
T
Dashboard IPS-1 Power Sensor 1000 (appliance) Engineering

(Windows,
Linux, Solaris)

Sales &
Accounting

Standard Deployment



LleHTpann3oBaHHOE yNpaBrieHNE jr
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BapunaHT peanunsauyumn
cuctembl IPS-1

Corporate Network

Integrity SecureClient

VPN-1 Pro/Express

Gateway Telewaorker

VPN-1 Edge

SMART Management



Check Point IPS-1: IPS v paxe 6onbLue

3awmTa KpMTU4YeCKUX pecypcosB

— Cucrtema npegoTBpalleHnst aTak B T.4. Ha YPOBHE MPUNOXeHNN
» “O-day” npepoTBpalleHune atak gnga 6onee 4yem 30 NPOTOKOSIOB
» [loTpsicatoliaa TOYHOCTb, YCTOMYMBOCTL K TeXHOsormam obmana IDS/IPS
* Hybrid Detection Engine

— OTnNMYHOE COOTHOLLEHME LIeHa/KayeCcTBO/MPon3BOANTESIBHOCTb
- HasHauenue: Yncrtorta cetn & 3awumTa oT YepBEWN

AKTUBHaa oMHamMu4yecKas 3awmrta ceTm
(Active Dynamic Network Protection)

— OcHoBHOM KOMMNOHEHT cTpaTerun Check Point’s B yactu IPS
— ABTOMaTUYECKUIA UMIMOPT, KOppenaumMsa 1 agantaums K gaHHbIM 06 yS3BMMOCTSX
— Tou4Hble 1 geTanbHble OTYEThI 0 Bpeluax 1 ya3BMMOCTSX

Check Point IPS-1 SmartDefense Services
— Security Response Team (SRT): nocTossHHO onepexXaeT KOHKYPEHTOB
— Kaxgbin nonb3oBatesnb IPS-1 umeet goctyn k pacwumpeHHon 6ase sHaHum SRT



Check Point IPS-1;
LleHTpann3oBaHHOE ynpaBneHne

* YcTaHOBKa 3a CYUTaHHbIe MUHYTHI (@ HE YaCbl UNN OHWN)
— “Lights-out” IPS-1 Smart Sensor appliances can be drop-shipped
— HE 1tpebyeTca rnyboknx 3HaHu no 6e3onacHoOCTr

* MHTYUTUBHO-NOHATHbLIU, MOLWHbLIU UHTEPdenc
— Pa3bop WHUMOEHTOB, HacTpaMBaeMble PEXMMbl MPOCMOTPA, KOPPENSALIUM
— OtyeTnl
— Ckopo: NHTerpauuns c Eventia

 LUeHTpanusoBaHHOe ynpaBrneHue B paMKax Bcero npeanpuatus
— Ckopo: NHTerpayma ¢ SmartCenter un Provider-1



Check Point IPS-1:

CnokoucTteue 1 Bo3BpPaT MHBECTUL U

be3onacHOCTbL U AOCTYNHOCTb - HENpPepbIBHO

OtkasoycTonumsbin pexum: Fail Pass-through mode

HacTtpanBaemoe Bpemsi 3agepxkn: Configurable Latency Tolerance
(typically <1ms)

Pexnm obydeHuna: “Learning Mode”

Haunbonee koHdurypmpyemas, agantupyrowadaca |IPS cpegu cyLecTBYOLWMX
Check Point IPS-1 Sensors: HU EQUHOU YA3BUMOCTMU

3awmLeHHbIn oomeH (AES-128)

BoaBpaTt nisectuuyum (ROI)

— Reduce Annual Loss Expectancy (ALE)
— Comply With Regulations (SOX, HIPAA, etc.)
— Appliance model saves administration costs



PyHKUMKN N ocobeHHocTn IPS-1

*  YHUKanbHas BO3MOXHOCTb KOMOWMHMPOBATb HECKOIBKO
MCTOYHMKOB NS UAEHTUUKaLmMn atakm

HapexHasa agantueHasa 6e3o0nacHOCTb AN aBTOMaTUYECKON
peakumnu

Advanced attack — Hybrid Detection Engine

: P — OS fingerprinting
identification — Confidence Indexing

Dvnamic Shieldin Vulnerability correlation and prioritization
y Architecture 9 — Dynamic vulnerability shielding
Rogue server detection and shielding




Hybrid Detection Engine

HapexHbin «rmnbpnaHbInm MoLwHbIN 1 rm6kun sa3bik N-Code
detection engine rapaHTupyet paclumpseT BO3MOXHOCTHU NO
OoOHapyxeHue un OOHapyXeHuIo U NpeaoTBpaLLEHUIO
npenoTBpalleHue aTak aTak

Vulnerability signatures Application awareness
Exploit signatures ' IP reassembly

Anomaly detection ' OS fingerprinting

Application

Protocol analysis : _—
fingerprinting

Multi-element A Dynamic worm
correlation o mitigation

N-Code™ Signature Language



Dynamic Shielding Architecture

Network Flows - —

Smart Policy

Adaptive Updates '
Compliance

Vulnerability

e ation Endpoint Profiling

Active Quarantine Context Detection

Network Changes —



MHCTpYMEHTBI paccrnenoBaHNsa MHUWMAEHTOB U
MeXaHn3Mbl POPMUPOBAHNSA OTYETHOCTU

Quickly dissect attack data

Monitor in real time attack and
prevention activity

Pinpoint attacks by grouping and drilling
down on events and alerts

Create informative reports from either ad
hoc or pre-defined reports




Dynamic Networ

INerxo noeHtTupuumpyet
yassumoctu ¢ BbICOKUM
(HIGH) puckom

OcHoBbIBaeTcA Ha uMmnopTe
AKTUBHbIX CKaHUPOBaHUM
(noatomy “Active DNP”)

[Mo3BonaeT nonb3oBarenam
HenpepbLIBHO BUOETL
PUCKOBaHHbIE COObITUSA,
TpeObytlowme HemeaneHHoro
BMelwlaTenLcraa

rotection

Kl Sentivist Yulnerability Browser

File Tools Windows Management

Active

I e ol o e B L R
Mot Port Security Mote |Low 10,083  |sunrpe 111 |CAM-1999-0632 |The RPC partmapper...| [ |0 |~
Sean Stop D Security Mote |Low 10,083  |sunrpe 111 |CWE-1999-0184 |The RPC partmapper...| |[.. |0
Sarvice O Security Mote |Low 10.0.8.86  |sunrpc 111 |[BUGTRAGQ-205  [The RPC pormapper...| |.. |0
Fhgname Security Mote |Low 10.0.8.86 |sunrpc 111 |CAM-19959-0632 |The RPC partmapper...| [ |0

Security Mote |Low 10.0.8.86 |sunrpc 111 |CVE-1999-0189 |The RPC pormapper...| |. |0
Security Mote |Low 10.0.8.89 |sunrpe 111 |BUGTRAQ-205  |The RPC partmapper...| |[.. |0
Security Mote [Low 10.0.8.89 |sunrpc 111 |CANM-1999-0632 |The RFC portmapper...| [ |0
Security Mote |Low 10.0.8.85 |sunrpe 111 |CWE-1999-0184 |The RPC partmapper...| |[.. |0
Security Mote [Medium [10.0.1.158 |ms-sgl-s  [1433|CAN-19958-0652  |Microsoft SQL semver ... 0
Security Mote |Medium [10.0.1.175 microsofi-..[445 |[BUGTRAC-11199 |twas possible tolog ... .. |0
Security Mote |Medium [10.0.1.175 [microsafi-..|445
Security Mote [Medium [10.0.1.175 |microsoft-.. 445 BUGTRAG-890  [twas possible tolog...| |0 |
Security Mote |Medium [10.0.1.175 [microsafi-..|445 =
Security Mote [Medium [10.0.1.175 |microsoft-.. 445 |[CAN-1999-0505 |[twas possibletolog...| |0 |
Security Mote |Medium [10.0.1.175 |microsoft-... 445
Security Mote [Medium [10.0.1.175 |microsoft-. 445 |CAN-2002-1117 |ltwas possibletalog .| | |0 |
Security Mote |Medium [10.0.1.175 |microsoft-... 445 .
Security Mote |Medium [10.01.20 |microsoft-. (445 |BUGTRAD-11199 |[twas possibletolog .| |0
Security Mote [Medium [10.0.1.20 |microsoft-..[445 BUGTRAD-494 Itwas possibletolog...| [..|0
Apphy Clear Security Mote |Medium [10.0.1.20 |microsoft-.. 445 |BUGTRAG-930 Itwas possibletalog ... .. |0
. Security Mote |Medium [10.01.20 |microsoft-. (445 |CAN-19958-0504  |twas possibletolog .| .. |0

Vulnerabilities to filter out :|Security Mote |Medium (10.0.1.20 |microsofi-..[445 |CAR-1999-0505 |ltwas possible tolog ... |0
Dest IF Security Mote |Medium [10.01.20 |microsoft-. (445 |CAN-19958-0506  |twas possibletolog .| | |0
Dest Part Security Mote |Medium (10.0.1.20 |microsofi-..(445 |CARN-2002-1117  |[twas possible to log ... .. |0 =
Sean Stop D ] PT PWN Y PTIOU P : o s = m =
Service O
Flanzme Group Sort

The following shares can be accessed as administratar :

- print§ - {readable?)
+ Content of this share

- colar

- W3ZKEE

- SharedDocs - {readable?, writeab

- ety - (roadabieT)




NMpocmoTp yassumocten ¢ DNP

B3aumopencreune mexay AaHHbiMu 00 yassumocTax (VA) u natTeHTOBaHHOW
TexHonornen Dynamic Network Protection (DNP) ana B3aumonencreus
¢ Check Point IPS-1.

¥ Browser

mab-vul

Show these

Corfidence
9 Risk Factor

[ ] medium
[CJLow

[ ]unknavm

e
[w] 1002200 10022

Sarvice Name

Fart

CvE

Package

Backend

Blert Name

Sean Start D

Sean Data

o= Severity

Flugin

=

New lssue

30000

Figk Fastor » | Semice Name = IF Address & CVE ~ Faockage « | Backend & Alet Hame =
T 10022101 CVE-2003-0227 (nnne) (nane)

10.0.22.101 CVE-2002-0692 (nanzy

10.022.101 CVE-2002-0072 (nane)

10.022.101 CVE-2001-0548 % i

10022101 CVE-2001-0544 (nane)

10022101 CVE-2001-0508 naney

10.022.101 CVE-2001-0507 (nwne) (nane)

10.022.101 CVE-2001-0508 3

10.0.22.101 CWE-2001-0800 a2 a5

10.022.101 CVE2001-0500 w2 A= i B

10,022,101 CVE2001-0500 |wwany s vwomn_isiisind exing_alert

10.022.101 CVE-2001-0500  |wwwn iz {vwma_iiz:codered_alert

10022101 CVE-Z000-0226 w2 A t 2

10.0.22.101 CVE-2000-0236 ] wmnifiis

10022101 CVE-2000-0114 [(none) (nane)

10.022.101 CVE-1898-1376 [noney

10022101 (nane) (mane) (nane)

10.0.22.101 (nane) (nane) (nane)

10022101 (nane) (naney (nane)

100221 CVE-2004-0700 5

100,221 &_ 2004 n_

100221

10,0221

100221

10022.1

Carfidence
o= Risk Factar
IF
Service Name
Port
CvE
Package
Backend
Alert Name
Soan Start D
Sean Dats
o= Geverity
Plugin
New lssue

ulnerabilities to filter out

here's a buffer overflow in the remaote web server through
he ISAPIfilter.

Itis possible to overflow the remote weh server and execute
commands as user SYSTEM

Solution: See hitp:hwwsy.microsoft.comitechnetsecuritwbulletinfms01-044 mspx
Risk factor: High

BID : 2680, 2880, 3180, 3183, 31584, 3185

0 rows

aving 4 distinct IP Address in

10.0.22.1, 10022101, 10.0.22.156, 10.0.22.166]
here

isk Factar = High

Service Mame =

CWVE | CVE-2001-0544, CVE-2001-0545, CVE-2001-0506, CVE-2001-0507, CVE-2001-0508, CVE-2001-1 .

R Hit
fService Name = www

| [ Show Nullitnone)y Values




[lpocmoTp yassumocTten ¢ DNP (npogonxkeHne) s

File Tools Windows Management About
Mazimum Yulnerabilities to Retrieve:  |10000 | - Elo %lﬂ

Show these vulnerabilities |. YRisk Factar CWE * IF Address *  |Service Mame ¥ |FPort ™ |Package ¥ Backend ¥ Alert Hame w Scan Start & Scan Data Severity ¥ F l

Confidenne Med CVE-1989.0281  [205.252.20.41  finger 79 s SecurtyWaming 14
Med CVE-1000.0281 10.20.11.127 finger 70 2= “long_data_dos_alert 10:14:37 09/047... Finger Redirect Request ... Security Wamning
70 i wwwny_iis:long_data_dos_alert 10:14:37 00/09... Finger Redirest Request ... ity Warning
50 li L i _method_alert 10:1%:37 09/04... Lowercase HTTE method... | Security Warming

mgm .

Securty Waming |
Vulnerability Browser enables gt ooty wamng
wwwwcompliance

=l = = = i _ :bad_ _alert 10:1:37 09/04... SHMP Default © itw... S by W
vulnerablllty scanning, viewing and Snmplusercar_snmp_usewarbad_commame_alett _|10:14:37 08/04... SNMP Dfau Communiy...Sesurty Warming
snmpluseniars snmp_usenais:bad_commname_alert 10:14:37 0904 i Security Warning
i Securty Waming
management P ONS iDuaryRieactor: o cecurty waming |1
dnsfolant

er P I finger_t 5 _shell 10:14:37 D9/04... Finger MetacharactersRisk. .
3 |High |CVE-2000-DQ15 10.20.11.127 finger ingemalformed finger_makformed:malformed_shell 10:14:37 0904 ... Finger MetacharactersRisk. ..

2 |High CVE-Z000-0631 10.20.11.210 v _iis:iisadmin_scripts_alert 10:14:37 0904/ .. 1S Admin scriptsRisk facto...
EMCVE-ZDDD-DBM 10.20.11.210 izadmin_scripts_alert 10:14:37 09/04Y... 115 Admin seriptsRisk facto..
3 |High CYE-20000631  [10.20.1.11 i iisadmin_scripts_alert 10:14:37 09/04... 15 Admin ScriptRisk fact...
2 |High CYE-2000-0631  |10.20.1.11 isadmin_scripts_alert 10:14:37 09/044... 1S Admin ScriptRisk fact...
2 |High CYE-Z0000304  [10.20.11.210 iisadmpuid_alert 10:14:37 09/04...[15 ADM PUND script attack..
B

B

o= Rizk Factor

Security Hole

High CVE-2000-0304 10.20.11.210 isadmpuud_alert 10:14:37 09047 |15 ADM PUWD script attack
High CWE-2000-0204 10.20.1.11 iistiizadmpud_alert 10:14:37 0004, (15 ADK PUWD script attack...

IPS-1 provides recommendations on
actions to be taken
to secure the network

Result: ensures your network is
adequately protected

..... - — e — = JE-1998-0197, CVE-19959-01%9, wve- 1 9sa-usos,
o= Risk Factor here

P Confidence =3

Service Name Risk Factar = High

Port

CWE

Package

Backend

Take action to prevent discovered
vulnerabilities from being exploited

[] Show Nulli{none) Yalues




pocMoTp cobbiTum ¢ DNP

=lglx

File Tools Alert Browser Windows Management Ahout

v Grouping Level: |3 .%I E‘ @I Max. lerts to Retrieve: [30000 | - =] ol Ig

IShow only these alerts: : Hold
PR =] sount | Priority ¥ |Compramise Rise | Sic P & | Destip & | Desc ¥ | Sensar> |  cvelista | impacta | Sense Time & |Pa
o= Pricrity [ z5 |High Itnone) |10.20.11.241 |10.z01.432 |10.20.11.241 -> 10.20.1.132 TCF syn portscan: 2034 pors in &6 se... [* &3] nid-315 [(none) linform ation gat...|02:12:43 08£20/08 Ioutsidj
Alert Narme : =
Dese [l il ] Il
Sro 1P et o,
— All Alerts
Dest P A count | Frioity v |C ise Risk ¥ S IF & DestIP Desc ¥ Sensor ¥ Cue List & Impact & Sense Time & |Fa
Dest Fort : 1 |High hied 10.20.11.198 10.20.11.127  |10.20.11.188 -» 10.20.11.127 attempted finger redirect: @10.20.1... |[*E2| nid-215 |CVE-1998-0105, ... [unknown 02:32:34 02/30/08 |0 utsi[ a |
Craste DT o [=[14 [High Low 1020.11.188 10.20.11.127 _ |10.20.11.188 -» 10.20.11.127 shell metacharacters in finger reque... [ +E3|_nid-315 |CVE-1998-0150, ... |unknown 02:32:32 02/30005 _|outsi
O High Lo 10.20.11.188 10.20.11.127  |10.20.11.188 -» 10.20.11.127 shell metacharacters in finger reque... | +E9| nid-315 |CYE-1998-0150, .. |unknown 02 3230 08/30/05  |outsi
= High' Low 10.20.11.188 10.20.11.127  |10.20.11.188 - 10.20.11.127 shell metacharacters in finger reque... [+E3| nid-315 |CYE-1998-0150, ... [unknown 02:32:34 08/30/005 |outsi
Senser : High Low 10.20.11.188 10.20.11.127  |10.20.11.188 -» 10.20.11.127 shell metacharacters in finger reque... [ *&2 | nid-215 |CVE-1998-0150, ... [unknown 023305 D2/30/08 _|outsi| =
eSS ESEcS : High Low 1020.11.188 10.20.11.127 _ |10.20.11.188 -» 10.20.11.127 shell metacharacters in finger reque... [*E3|_nid-315 |CVE-1998-0150, ... |unknown 02:33:00 02/30005 _|outsi
Impact High Lo 10.20.11.188 102011127 |10:20.11.188 -» 10.20.11.127 shell metacharacters in finger reque... |[+E3| nid-315 |CVE-1998-0150, .. |unknown 02 3250 08/30/05  |outsi
Corfidence Lyl : High' Low 10.20.11.188 10.20.11.127  [10.20.11.188 - 10.20.11.127 shell metacharacters in finger reque... [*E31 nid-315 |CVE-1988-0150, ... [unknown 02:33:05 08/30/05  |outsi| |
o Prevented : High Low 10.20.11.188 10.20.11.127  |10.20.11.188 -» 10.20.11.127 shell metacharacters in finger reque... [+ nid-215 |CVE 1998-0150, ... |unknown 02:33.02 0220005 |outsi
Alert Type : High Lo 1020.11.188 10.20.11.127  |10.20.11.188 -» 10.20,11.127 shell metacharacters in finger reque... [ *E3| nid-315 |CVE-1298-0150, ... |unknown 02:32:50 08/30/05 |outsi
— High Lo 10.20.11.188 102011127 |10.20.11.188 -» 10.20.11.127 shell metacharacters in finger reque... [ *E3| nid-315 |CVE-1998.0150, ... [unknown 023347 03/30/05 |outsi
) High Low 10.20.11.188 10.20.11.127  [10.20.11.188 - 10.20.11.127 shell metacharacters in finger reque... [*E2| nid-315 |CYE-1998-0150, ... [unknown 02:33:15 08/30/05 _[outsi
File Name : High Low 1020.11.188 10.20.11.127  [10.20.11.188 -» 10.20.11.127 shell metacharacters in finger reque... |+ &2 nid-315 |CVE-1998-0150, ... [unknown 0213305 02/30/05 _|outsi
Usernzme Lk High Lo 10.20.11.188 102011127 |10.20.11.188 -» 10.20.11.127 shell metacharacters in finger reque... | *E3|_nid-315 |CVE-1998-0150, ... |[unknown 02.33.04 02/30005 |outsi
Fackage Jq High Low 10.20.11.188 102041127 102044188 -> 10.20.11.127 shell metacharacters in finger reque... |[*E3| nid-315 |CVE-1998-0150, . |unknown 023301 08/30/05_ |outsi
Backend | o |High  nonz) 10.20.11.264 10.20.266 256 |10.20.11.254 -» 10.20.265.256 pingflood: 261 packets in 20 seconds|*E2 | nid-215 |(none) denial of servive |D2:32:66 02/30/06  [(non
Protocel o [# 77 [High (none) 10.20.11.251 102018 10.20.11.251 - 10.20.1.8 UDF portscan: 33 ports in 16 seconds +E3] nid-315 (nane) information gat... 023712 GE/30/05_ |outsi
[ TR : 26 |High (none) 1020.11.241 10201432 ] nid-315 |(nane) information gat... |02 13 43 08/30/05_ |outsi
e = H 2 |High (none) 10.20.11.237 10.20.1.12 10.20.44.237 -» 10.20.1.12 TCP syn portsean: 67 ports in 63 seconds|*E3| nid-315 [(nane) information gat... |02:13:18 0B/30/05  |outsi
H 12 |High  (none) 10.20.11.231 10.20.1.132  |10.20.11.231 -» 10.20.1.132 TCP syn portsean: 1516 ports in 76 se... [*E2|_nid-215 |(none) information gat...|02:34:10 02/20/06 o utsi
H o |High (none) 10.20.11.230 10.20.1.128  [10.20.11.230 > 10.20.1.128 TCF syn portsean: 1335 ports in 66 se... |+ E|_nid-315 |(none) information gat... 0237 12 GE/30/05_|outsi
2 |High (none) 10.20.11.229 10.20.1.10 10.20.11.228 -» 10.20.1.10 TCF syn portsean: 1527 ports in 52 sec... |[*EJ|_nid-315 [(none) information gat... |02 3322 08/30/05 |outsi| |
2 |High (none) 10.20.11.228 10.20.1.1 10.20.11.228 - 10.20.1.1 TCP syn portscan: 388 ports in 39 seconds|* & nid-215 [(none) information gat...|02:36:13 0843005 |outsil ¥
4] Il [+]
o Rzad
e e e S e R i i R D
i Prevented Alerts
o= Alert Name
i count | Priorty v |Campromise Rise v Sre IF o~ DestiP - Dese > Sensor > Cve List = Impact Sense Time & [Pa..
: 1 |Hgh = 10.20.44.427 1020412 10.20.44.427 == 10.20.1.12: ISADMN soripts socess attemot +E3| wid-315|CUE-2000-0631  |denia! of senvice |02:36:42 0B/30005 |outsi]
ok A s |Hok Unlikely 10.20.11.204 224.0.0.2 10.20.11.209 -» 224.0.0.2 GMP muter solicitation: aalformred packet Y& nid-215|CUE 20090791 |sesudty violation |02:37:08 0S/30/08 0|
gro Fort : 1 |Hgh Unlikely 10.20.14.198 1020112 10.20.11.198 = 10.20.1,12 finger mquest for systew gocount: mot |+ | mid 315 |CUE1BSEC1S7, ... [infomation gat... 023466 05/3008
Dest IP 1 |Hgh Unlibely 10.20.41.196 10.20.1.12 10.20.11.196 sttempted to list muote users 2t 10.20.1.12 +E3| wid-315|CUE-19990826  |infomration gat... |02:35:11 08/30/05
Dest Port IR Uelilely 10.20.14.427 10.20.44.251  |10.20.14.427 -= 10.20.11.251 ICMP addmess mask eyuest nessage .| *ED| mid-315 | CUE-2004-0791  |securty violstion |02:35:49 0S/3(405
Creste OT : Hah Unlikiely 10.20.17.127 10.20.17.261  |10.20.19.127 = 10.20.11.251 [GIF timestama message . onginate 1. FEF| nid-315 | CUE 20090791 |secudty violation 02:35:42 0230408
T : Hgh Lnhidely 10.20.14.127 10.20.17. 2 T 3 st wessage... * 3| nid-315 | GVE- _'ggg'g:s’a?éi secudty violation 02:36:01 0330405 adzé{ui
el = High Unlilely 10.20.44.427 10200172 essage ofginate t |+ id-315 GUE-2004-0731  |secudty wolztion 02:36:01 0X/30(05 |oulsi
High Uirtidely 10.20.11.127 10.20.17.1] Recorder Events... Cirl-N ok request message.. | FEF| wid-315|CVE-2004-0791  |secudty violation 02:36:27 0S/30405 |outsi
ke : High Unlikiely 10.20.1.427 1020929 piont Details i okt e st RESSAYE. .. seunty violation | 02:36:27 0305
Impact 7 Hgh Linlikely 10.20.14.127 10.20.14.1 chosin 3t  secudty violation |02 2T 0530
Corfidence Lyl ; Hagh Uirlilely 102014127 020314 Copy Alert CHio  secudty wolako,
Preverted High Lirlikely 10.20.11.127 10200111 _ secuty violation
i [v]attsck Fravented | | FHgh Unlikely 70.20.11.127 10.20.70.9( COMVDestIP(10.20.1.42)  CUMSNRE Loooone o ginate 1. [YED| nid-215|CVE-2004-0791  |secudty violation
Alert Type High Unlikely 10.20.14.127 10.201.13] Select Al Cirla reguest wessag id-518|GUE-2004-0751 |security vinlation
Hagh Uirlilely 102014127 1020113, ssage Diginae. wid-315 GUE-2O04-0781  secudty violatio
Alert S - - ; S . 2
: High Linlikely 10.20.44.427 10.20.4.42| Filter In Dest IP (10.20.1.12)  cull reguest ressage: i, > | mid-315 CUE-2004-0791  securty violation (02:36:28 0830405 oulsi
;';:r::': || Hgh Linlibely 10.20.19.127 10.20.0.02) Gor ot Dest IP (10.20.4.42) Ciin sage'ongma.?e ... [ ED| mid-315|CUE-2004.0791 securty iolation 02:36;28 OBEN05 outer
High Unlikiely 10.20.14.127 10.20.1.12 stenm secount: O + &3 mid-318 | CUE-1999.0157, ... |infomation gat... 02:35:11 08730705 outs]
Package : Hgh Unlidrely 102041427 EEETERE] Track Dest P (10.20.1.12)... cil-T stem 2ocount: 0 73| wid-315 CUE-1339.0197, . liwfomation gat.. 023505 053005 ouls)
EBackend A - lesn Linlikely 10.20.11.127 10.20.1.02 [ R et 1P (10.20.1,12)0 stew sccount: oot [+ aid-315|GUE1999-0197, .. linfommation yat... |02:35:08 03005
Frotocel High Unlikely 10.20.11.75 10.20.1.12 5 guery: &3] mid-315|CUE 19980009, ... |urknown 02:35:32 030085
PGS High Uelikely 10.20.44.74 70.204.12| Vulnerabilities... \ 5 query: T wid-315|CUE-1999.0008, .. |umhnow 02:36:32 05/3(05
— Hah Unlilely 10.20.1.30 10.20.44.4 5 query: +E3| wid-315|CUE-1995-0009, . |umknown 02:35:54 0B/30405
Src Os AdE Hold CtikH ]
1l ]
Mark As Read N
Hew Alerts: B o o ! N 3 System Time:  02:41:06 08/30/05
1170 487 118 Mark As Not Read




[TpocmoTp cobbiTnn ¢ DNP (npogormkeHue

File Tools Alert Browser Windows Management About

CIE P [=|[®)] Max. aterts to Retrieve: [30000 | (]| %[ @[5

count | Priority V‘Com romise Riskk Src |IP - | Dest [P & | Dasc w | Sensor ¥ | Cwe List & | Impact & | Sense Time & |Pa...
[+ 26 |Hi 10.20.11.241 [10z04.432 [10.20.11.244 -> 10.20.1.132 TCF syn portscan: 2034 ports in 66 za... [+ &3] nid-315 |(nane) linformation gat...|02:13:43 D8/30/05  |outsid = |

|
Alert Browser brings all alert
information into a single dashboard fo ot 57 1020 711035 0201112 S gt @151 S| W¥iS SVE BT, o025 SO

10.20.11.127 shell metacharactersin finger reque... &3} nid-315 |CVE-1899-01560, ... 02:32:22 08/30/05

5 % 5 i = 3
VieWin and rioritization 2011, 20.11.198 -» 10.20.11.127 shell metacharacters in finger reque... *&2F| nid-315 |CWE-1999-0150, ... |unknown 023238 05/30/05
g p 2011 11,198 -> 10.20.11.127 shell metacharacters in finger raque... * &3] nid-316 |CVE-1998-0160, ... |unknown 023239 D8/A005

) % = ) -F

N

I | [»]

10.20.11.127 shell metacharactersin finger reque... [ *E3} nid-315 |CWE-1299-01580, ... |unknown 02:233:05 08/30/,05
10.20.11.127 shell metacharactersin finger reque... |2 &3 nid-315 |CVE-1999-0160, ... 02:33:00 08/30/,05

Impact - 11,127 shell metacharactersin finger reque... &3 nid-315 [CVE-1998-0150, ... |unknown 02:32:59 08/30/,05
Corfidence Lvl High Loty 10.20.11.1958 10.20.11.127 10.20.11.195 - 127 shell metacharactersin finger reque... (=3 nid-315 |CWE-1293-0150, ... |unknown 02:33:05 08/30/05
©= Prevented metacharactersin finger reque... &3} nid-315 |CVE-1992-0150, ... |unknown 02:33:02 08/30/05
Alert Type 2 etacharacters in finger reque... =& nid-315 |CWE-1992-0150, ... |unknown 02:32:59 08/30/05
Alert Sre .20.11. 2011, 2011, - 2011, tacharactersin finger reque... &2 nid-315 |CVE-1898-0150, ... [unknown 02:33:47 08/30/05
. High Low 10.20.11.195 10.20.11.127 1020141498 -» 10.20.11.127 shell metacharacters in finger reque... |#E3| nid-315 |CVE-1222-0150, ... |unknown 02:33:15 08/30/05
File Name High Lowy 10.20.11.185 10.20.11.127 10.20.11.498 -» 10.20.11.127 shell metacharacters in finger reque... |+ =3 CWE-1999-0150, ... |unknown 023305 08/30/05
Usermarms i | i e e e e e ey - -~ 0150 L 0 !
Package A1 20,
Backend High none) 10.20.11.254 10.20.255.255 [10.20.11.254 -
Protocol High (none) 10.20.11.251 10.20.18 10.20.11.251 -
L ——— High (none) 102011 241 10201132 5 Result. Faster anal SiS and more
Sro 0= High (none) 10.20.11.237 10.20.1.12 10.20.11 237 - 0] y
High none) 10.20.11.231 10.20.1.133 10.20.11.231 - . . . .
High (none) 10.20.11.230 10.20.1.129 10.20.11.230 -
o mmi-mmienw  C11ICIENT USe Of administrator resources
(nonel 12011 201, 10.20.11.228 -

= Read
{ erionty Prevented Alerts
o= Alert Name
Desc count | Priority " |Compromise Risk » S I[P & Dozt [P & Dese W Senzor ¥ Coe List & Impact & Sense Time & |Pa..
1 |Higk Ied 10.20.11.427 10.20.1.42 FO20490A27 == 10,2094 2: FEADWEN soripts access aitemat FE3| mid-315 | CRE-2000-0631 derial of service |02:36:42 0230405 |outsi| a
oA [+ 5 |Hok Uhlibiely 10.20.11.204 224.0.0.2 F0.20.44.204 -» 224.0.0.2 IGMP muter solivitation : walformed packet |2 nid-315 |GUVE-2004-0731 security wolation |02:37:09 0230405
gro Port 1 |[High hlibiely 10.20.11.198 10.20.1.42 10.20.14.498 > 40.20.4 12 fng iz H3| mid-315 | CWE-1998-0487, ... imfomation gat... |02:33:56 05/30¢05
Dest IP 1 |Hgk Uhlibiely 10.20.11.198 10.20.1.42 10.20.11.196 ahtenated to i L20.4. HE3| mid-315 | CIRE-1995-0626 imformation gat... |02:33:11 0830405
Dest Port 17 |High Lhnlidned i 10.20.11.427 10.20.41.289 10.20.11.427 -> 10.20, 1 IGIHFP addiess wask request wessage... |3 mid-315 | GVE-2004-0731 security wolglion |02:35:49 0230405

Create OT High Uhlibiely 10.20.11.427 10.20.11.259 102044427 -2 1 D251 IGIP timestamp message: anginate .. | mid-315 | GRE-2004-0791 security wolalion 02:35:49 0230405
High 10.20.11.127 10.20.11.2] T sl request message... + 3| mid-315 CUE-2004-0791  security violation 02:36:00 0530605
1 2 cofginate t.. P3| wid-315 |CUHE-2004-078 security wiolglon 02:36:01 0230405
) . Ctrk-N sh request message... 3| wmid-315 |CYE-2004-0791 security violator |02:36:2F7 0330405
N u m e ro u S b u I It_| n a I e rt g rO u pS S O r Ehtir sl meguest message. . mid-345 I.’?L"E:ZOO‘J—O?.S'P. security violahon .02.'36.'2? 0530505
Jodginate .. wid-315 | CVE-2004-0797  securty wiolaton 02:38:27 08/30/05
P Copy Alert Stike essage: nrginate b nil-315 CUE-2004-0781  secunity violaton

create new groups to suit your forensic | compestpnani  cwsec B T

Select Al Ctrka reguest message. .. F 3| mid-315 | CVE-2004-0797 securty Wolaton 02:35:56 0530405

n eed S sage; onginate ti.. 23| mid-315 CYE-2004-0791  security wolation |(
lter In De .20.1. Ctik rEguest wessage . ... mid-318 GVE-Z004-0797  securty wolztior |02:36:28 03/30:05  |outsi
Filter In Dest IP (10.20.1.12, trl-l 1= 2 t
: lssage: ofginate tin... 3| md-315 |CYE-2004-0791  |secunty wiolation |02:36:28 0530605 outsi
L20.1. Cirl-0 . : - =
| . P — Fitter Out Dest IP (10.20.1.12) shen gocount: O + 3 mid-315 | CUE-19920797, ... imfomation gat... [02:35:11 0830K05  outsi
Package | Lintibel 10.20.11.127 Track Dest IP {10.20.1.12)...  Cir-T stes Fecoumt: O + 3| nid-315|CHE-1995-0197, imformation gat... |02:35:08 053005 owtsi
Backend L gl Lintikely 10.20.11.127 1020112 | e R et 1P (10.20.1.12) stew ocount: mot |+ ED| mid-315 |GYE-19990197, ... |imomation gat... |02:35:08 0830:05  |outsi
Protocal [ 2 |Hak Linlibely 10.20.11.75 10.20.1.12 s 5 quiery: 3| nid-315|GUE-1392-0003, ... |urkiowt 072:35:32 0530605 |owtsi
PN R 1 |High Lintikely 10.20.11.74 10.20.9.42| Vulner S guery: + 3| mid-315 |CVE-1999-0008, ... |umknowa 02:36:32 08730005 |outs| |
1 | Linlibely 10.20.1.30 10.20.11.1 5 qurery: + 3| nid-315 |CGVE-1999-0008, ... |uabmow 02:35:54 O30S |outs| ¥
Src Os A Hold Cirl-H
[« | [v]
™ ] Mark As Read Ctrl-R )
New Alerts: System Time: 02:41:06 08/30/05

1170 457 118




[leTanbHble onucaHusa ot SRT

Noapo6Han undopmauusn ot Security Response Team (SRT)

£ alert Details for alert 301566 from nfrdemo B 1 ] 1
File Tools AlertDetails Windows Management About
rDetails
nouu. 1 i
Src 0s: Linux 2.2 —
Dest Os:

Prevented: TRUE
Packet Intf: inside
Vian ld: {none)
Impact: information gathering
Confidence Lwvl: 95 —
Ip Family: 1Pvi
Sensor Class: IP5
Compromise Risk: {none)
Cve List: {none)
Annotation: N
Alert Event Type: probe
Alert Confidence: 95 —

Sourca Filas hark it it wfr
[«] Il [»]

rDescription
102011127 -=10.20.11.224: Suspicious TETF transfer filename: f.rhosts

rHelp/Additional Information
FALBSE PUOSITIVES

[}]

It iz unlilcely that this module will report falze positives.

REFERENCES

# TFTF Directory Traversal
http:Horline securityfocus. cotnfarchive/1/198297
http:Morline, securityfocus. cotnfarchive/1/191 826
# The TFTF Protocaol (Rewizion 23, BFC 1350
httpefwearar fags orgfrfoadrfo 1350 himl

| Copy | | Show Raw Packets... || Vulnerabhility Info |

[«
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eline (2} - demo-show

File Tools Windows Management

= B

=lal=|

About

<[]

System

~ outside to inside ;

< . > Resolution: |1minute ¥ | [ Cluster Alerts

|[Show only these alerts:

O-Read -

i oW, W W, W, W,

Metwork Policy Violations

Site
@ Priority
[ High

Critical Servers

[Z] Med
D Lowr
[v] sys

E Mone

Web-hased

Alert Name
Src IP
Nest 1P

14

Alerts to filter out:
ORead

System

18

outside to inside

215‘&34140;9—1—2

12

B

Site
©-Friority

Alert Name
Sre P

Des=t IP

Src: Port

Alert Src Type
Alert Sro
Package

Activity Level for Specific Dest Port

About

[m-~ =]

Dest Ports
Msao
Ozo
H1s1
Hs3
Ooas
[FS]

Backend

Sensor

Ready

41 1715
Jrie  Augie

41

|
17:16:41
Aug 16

171741
Al 16

Oldest Alert Time:

17:18:41
Aud 16

17:18:41

Aud 16

17:14:41 08/16/05

I
17:20:41
Aug 16

17:21:41

Aug 16

I
17:22:41
Aug 16

17:23:41
AuUg 16

17:24:41
Aug 16

|
17:2641 172
AU 16 AUL

17:25:41
ALl 16

System Time: 17:25:49 08/16/05

|Top Alert Hames

File Tools

Alerts Minute
160

120

80

40

Current General Activity Level

Top 7 Src IPs




OTobpaxeHne nHdopmauum B pearnbHOM BPEMEHU

File Tools Timeline Wind M t

[
Password Policy

e ry e Ep—

o

Likely Successful
0O 000 00 — >N
D D 00 110 [0 dlO
dllc C dlt 0 e pelrlod o_o

©= Priority :| correlator alerts

Desc \

Src P

Sre Port

Dest IF

2

[w]135t0 129 i
[v]44s ;| outside to inside
[w]1024 to 1038 :

Creste Date

Sense Time

inside to outside

Result: quickly get a 10,000 foot view of
overall security posture

| inside to inside
Sensar i

o= Sensaor Class
Impact
Corfidence Ll
@ Prevented

£ ek T

Apply | Clear

A
Alerts tofilker out:

O Read

©= Priarity
Alart Name
Desc

Password Policy

[»

Microsoft

Allows alerts to be categorized via
simple Timeline configuration wizard

o= Freventad
= flert Type
Alert Sro

File Marme

| | | | | | | | | | | | | | | | | | |
2137 18183137 15:84:37  18:85:37 1456:37 195737 196837 185937 18:00:37 16:01:37 160237 16:0337 16:04:37 16:05:37 16:068:37 16:07.37 16:08:37 160837 16103
130 Jan 30 Jan 30 Jan 20 Jan 20 Jan 20 Jan 30 Jan 30 Jan 20 Jan 20 Jan 30 Jan 30 Jan 20 Jan 20 Jan 30 Jan 30 Jan 20 Jan 20 Jan 20

Usernamea
Fackage

Oldest Alert Time:  15:52:37 01/30/06 System Time:  16:08:17 01/30/06




OT4YeTHOCTb

Security Status
From: 1/26/2005 6:44:50AM

To:  1/26/2005 9:44:50AM

This report gives an overview of the network's security status. Graphs outline the major
threats including highlights of which systems are under the most attack, where the attacks are A Ierfs by D ate
coming from, and how severe those attacks are. From: 8/21/2004 11:18:02PM
Te:  9/21/2004 11:18:02FPM
This report shows the number of alerts that occurred between 821/2004 11:18:02PM and
Most Targeted Hosts 9/21/2004 11:18:02PM grouped by the date.

Alert Count by Date

Secuvrity Status

| !
| [ ] L} JHL
[\ m
L RVAVEa
Pervasive Attack Strategies — \Vf \\f 4 \V.Wf

[ fiad community name ?gffﬁﬁfﬁa@%ﬁ s .ﬁdf; efﬁ%ﬁ

Security Status

Number of Alerts

10201128 1002011243 10

This graph shows the IPs of the § host machines
6:44:50AM to 1/26/20056 ©9:44:50AM. A host ma
an alert. These particular machines may be at hi
resources are allotted to keep security patches u
critical naturs of the targeted host machines, furt

High Risk Services

Kumbar of Alarts

Above is shown the top ten strategies at
methods of attack used between 1/28/2( 102
network is protected against them.

i = & ro L
o
Services [by por numbery

This graph shows the 5 servicas which are experiencing the most attacks. The services are representad by
their port number. A service is any application’s functionality which is made available via a network. Each
service on a network has a port number by which it can be contacted. Most services use a consistent number
by default. For example, Oracle servers usually use port number 1521, If port 1521 has a high alert count
and you have an Oracle server on your network, then your Oracle server may be at high risk for compromise.
Thus, this graph indicate which services on your network are at most risk.
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»

Remote offices
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Enterprise &
Data Centers

[
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$16,000
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IPS-1 Sensor IPS-1 Sensor IPS-1 Sensor IPS-1 Power IPS-1 Power
50 200 500 Sensor 1000 Sensor 2000
Remote Remote Network
, ) : Network core Network core
office/network office/network perimeter . )
: : : (multi-segment) | (multi-segment)
perimeter perimeter (multi-segment)
500Mbps/
50/75 Mbps | 200/250 Mbps PS 1/2Gbps 2/4Gbps
1Gbps
100,000 200,000 500,000 1.2 million 2.8 million
2X 4 x 8 x 8 x
2 X 10/100/1000 10/100/1000 10/100/1000 10/100/1000
10/100/1000 Mbps copper or | Mbps copper or | Mbps copper or | Mbps copper or
Mbps copper 2 x 1000 Mbps | 4 x 1000 Mbps | 8 x 1000 Mbps | 8 x 1000 Mbps
fiber fiber fiber fiber




XapaKktepuctuku npoaykros IPS-1
(nponomkeHme) |

IPS-1 Sensor 50

1 x 10/100/1000

IPS-1 Sensor 200

1 X

IPS-1 Sensor 500

1 X

IPS-1 Power
Sensor 1000

1 X

IPS-1 Power
Sensor 2000

1x

Mbps copper 10/100/1000 Mbps | 10/100/1000 Mbps | 10/100/1000 Mbps | 10/100/1000 Mbps
copper copper copper copper
NO YES YES YES YES
NO NO NO YES YES
1-RU 1-RU 1-RU 2-RU 2@2-RU




[TlpenmyliectBa IPS-1...

Hybrid Detection Engine

—  YMHbIe ceHcopbl ycunugarom MHOXeCcmeo mexHUK demeKkmuposaHusi U aHanu3sa
8K/1t04asi cugHamypbl ysa3eumocmed, aKcrisiolimos, obHapy»xeHue aHoMarsluu
rPOMOKOJ108, KOHMPOJIb COCMOSIHUSA, 2r1yboKue rpoesepku rnakemos, “Smart IP
Reassembly”, udenmucgbukauyus OC u rnpunoxeHud, KOppessyur MHoXxecmea
cobbimut u QuHamu4ecKoe rnpomueoCcCmMosiHUe 4epssim.

ObneryeHHoe BHeapeHue IPS

— 3aka34uku mMo2ym riocmereHHo eHedpsamsb rnpedomepauweHue amak, CeHcopbl
Mo2ym 8KIiro4ambeCsi mosibKo 0515t obHapyxeHust amak (IDS), dns obyyeHus
xapakmepy mpacgpuka. 1o docmuxxeHU KOMGOPMHO20 ypo8HS, 00CMamo4YHo
gKoYuUMb pexxum 3awumsl. Confidence Indexing nossosnsem compydHuKkam
cnyx6bl be3onacHocmu demaribHO Hacmpouma yYPOBHU 3aliumal 8
coomeemcmeuu ¢ UeHHOCMAMU 3auiuuiaeMbiXx 06bEeKMOos.

NHdopmaumsa o ceTeBbIX 06bEKTAxX

— IPS-1 uHmezpupyem, koppenupyem u gpaguyecku rnpedcmasrissem uHgopmayuro
06 yepo3sax. Ee MOXHO paHXupogamsb 10 ys36UMOCMU, Cepbe3HOCMU,
8030elicmauto, rMPUIIoXKeHU — cmpykmypupogams 05151 yOobHO20 UCrosib308aHus



[TpenmyliectBa IPS-1...

OceedomrieHHasi, abarnmusHasi u deticmeeHHasi 6e3onacHocmp —
asmomamuYecKu pacrio3Haem CKpbImble 803MOXXHOCMU 01 amaK — makue Kak
HeCcaHKUUOHUPOBaHHbIE U3MEHEHUSI cemu, Kpumu4ecKue ys38umocmu — u
OuUHaMuyYyecKu 3awuwaem 3mu moyYyku om Heu3beXxHbIX amak.

[ pacbuyeckoe omobpaxkeHue 8 peasrilbHOM 8pPeMeHU ys38UMbIX MOYeK U
uHghopmauyuu o6 amakax 0arom wuUpoKoe rpedcmaesrieHue 06 ys38umMocmsx u
cobbimusix besonacHocmu. Simple point and click actions allow focus on specific
events to monitor the source’s activity and potentially take action.

IPS-1 Smart CeHcopbl obecrieqdugatom MHOXecmeo MexaHu3mos 3awumel IDS,
IPS, Dynamic Shielding, IM (AOL), VoIP (SIP), Hapsi0y ¢ ocmarsibHbIMU - 8 OOHOM
ycmpoucmee, ¢ eOUHbIM 0J1b308amesibCKUM UHmMepghelcom.



[lpenmyuwiectBa IPS-1...

Bbicokas NnPoOn3BOAUTESIbHOCTb

— Cwmapm CeHcopbl pabomarom Ha ckopocmsix om 20Mbps 0o 10Gbps. CeHcopsbl
nuHeuku Enterprise npednazarom 8bICOKYHO M/10mMHOCMb rnopmos, ¢pyHkuuu high
availability u 803M0OXXHOCMb pacuwupeHUs.

MNoppnepxka IPv6

— NFR 6bina e nepedogukax 8 3moM HaripasrieHuu, eHedpueg rnoddepxxky IPv6 ewe
8 2002. Nodoepxka IPv6 sensemcs obsizameribHbIM mpebogaHuem
2ocydapcmeeHHbIx opaaHoe CLLIA u Egporibi.

OTKpPbITbIN SA3bIK ONUCAHUS

— CuaHamypsbl IPS-1 nuwymecs Ha crieyuarnbHoM s3bike N-Code. 9mo omKpbimbiU
A3bIK, 3aKa34yuK MoXXem rocMompemse orucaHusi cugHamyp, moougbuyuposams
ux, paspabamsbieams UX caMOCMOsIMesibHO.

Security Response Team

— The Security Response Team (SRT) nocmositHHO omcriexueaem HO8ble
ys38UMOCMU U y2p03bl U 8bilyckaem coomeemcmeyrouwue 06HO8TeHUS,
obecriequsasi MOCMOSIHHO 8bICOKUU ypo8eHb be3oracHocmu.



Vendor Comment IPS-1
No credible inline offering — weak detection and IPS-1 beats Cisco in head-to-head bake-offs.
Cisco analysis. Slow response on signature updates. Superior detection/prevention via Hybrid Detection
Cisco is a networking company, not a security Engine and Confidence Indexing. Signature updates
company. consistently beat Cisco, often on their own IOS
vulnerabilities. Full IPv6.
Performance ratings are overstated leading to Superior ease of use, forensics, and overall flexibility.
Juniper performance issues. Have UTM virtualization Full IPv6 support.
support. Unconfirmed IPv6 support.
“...just a pure play IPS focused on speeds and Superior management and forensic analysis.
3Com feeds...”. Poor management for large Integrated network node intelligence, Dynamic
deployments. Lack flexibility to support custom Shielding. Open signature language for custom
security needs. security needs. Full IPv6.
Performance issues in multi-gig offering. Twenty- | Superior multi-gig performance. Check Point is the
ISS one sensor vulnerabilities since 2000. pure security play. Zero IPS-1 sensor vulnerabilities
Customers dissatisfied due to poor service and since 2000. Full IPv6 support.
strong-armed Sales tactics. Uncertainty due to
IBM acquisition; IBM is not security focused.
Claim IPv6 support.
Poor management for large deployments. Superior management and forensic analysis.
McAfee Performance issues at the high-end. Integrated network node intelligence, Dynamic
Shielding. Open signature language for custom
security needs.
Questionable inline offering. High false positive True inline prevention. Superior alert management
SourceFire | rate- and forensic analysis. Lower false positive rates

Eleven Snort vulnerabilities since 2000.

through Confidence Indexing and Alert Flood
Suppression capabilities. Zero IPS-1 sensor
vulnerabilities since 2000. Full IPv6 support.




CocTosAHMneE pbiHKa cuctem IPS

PeweHue IPS-1 ot Check Point

— ApXuUTeKkTypa

— OYHKUMOHalbHbIE BO3MOXHOCTH

— JIMHenKa NpoayKTOB U XapaKTepUCTUKA

— LleHbl n nnueH3npoBaHue

— [1penmyLiectBa No cpaBHEHNUIO C KOHKYPEHTaMU

CtpaTternsa Check Point B oTHoweHuu IPS-1
3akro4vyeHue
Bonpochl



CtpaTterusa Check Point B oTHowweHun |IPS-1

IPS-1 — camocTodaTenbHada nnHenka yCTPoOUCTB
npeaoTBpaLLEeHNs BTOPXKEHUI (aTak)

NHTerpauns cpeacts ynpasneHus IPS-1 ¢ SmartCenter

LNoctumxeHne bonee BbICOKOW Npon3BoanTensHOCTU IPS
Pa3BuTnE HOBbIX TMOPUOHBLIX TEXHOMNOMNW 3aLUUThI



PeweHunsa IPS-1 n Interspect — 4yto u koroaf
* PeweHne Check Point IPS-1

[MoTpebHoCTL B oTOenbHOM cucteme (cpencrteax) IDS/IPS.
[MoTpebHOCTL B LeHTpannu3oBaHHOM ynpasfieHun komnoHeHTamu IDS/IPS.

MoTpebHOCTb B paccnenoBaHUN UHLMAOEHTOB B BbIYMCIIUTENBHON CETU a
Takke NoTpebHOCTb B COOTBETCTBYIOLLEM UHCTPYMEHTAPUMN.

[MoTpebHOCTb B rMbpnaHbIX MexaHM3Max aHanuaa Tpaduka B
BbIYNCNUTENBHOM CETH.

Hanuune B opraHmsaummn oTaenbHbIX COTPYAHUKOB, OTBETCTBEHHbIX 3a
cuctemy (cpeactea) IDS/IPS.

» PeweHne Check Point Interspect

nOTpe6HOCTb B CErMEHTaLUUnN BbIYUCTTIUTENBHOW CETH.

[MoTpeOHOCTb B KOHTPONE AOCTYNa U BO3MOXXHOCTb BNOKMpPOBaHUS
3MTOYMbILLMEHHNKA — HA YPOBHE CErMEHTAa BblYUCITUTENBHOW CETMW.

* PeweHne Check Point kombuHupoBaHHoe IPS-1 un Interspect

[ToTpebHOCTL B 3LLIENOHNPOBAHHOM (MHOrOYPOBHEBOW) 3aLlmTe
BbIYUCITUTESNBHON CETM.

TepputopuanbHo-pacnpeaeneHHas CTpykTypa npeanpusaTus.
OOMNONHAKLWEE, a He ucknovatowee apyr apyra peweHue!



Check Point IPS-1 — camocToaTenbHas nuHenka
BblaeneHHbIX (dedicated) ycTponcTs npenoTepaLleHuns
BTOPXXEHUU (aTak).

Check Point IPS-1 — HOBasi nMHeuKa yCTPOUCTB,
KOTOpas AOMNOJTHAET yXKe CyLlecTBYoLWnM Habop

CpeaCTB U CUCTEM 3aLnTbl MHOPMaLUK OT KOMMaHUW
Check Point.

Check Point IPS-1 — HoBbIM Habop TexHonoruu,
OOMNOSTHAOLWNX CYLLECTBYOLME TEXHOMOIMMA
SmartDefense u Interspect ot komnannn Check Point.



Cnacunoo!



Introducing IPS-1

Dedicated, inline Intrusion
Prevention solution

— Intrusion detection and prevention

— Signature and heuristic technologies

Provides important solution to
Check Point portfolio.

Complements existing
SmartDefense integrated IPS
strategy.

Award winning technology.

FROST & SULLIVAN

DATAMATION
PRODUCT o e YEAR.



http://itmanagement.earthweb.com/secu/article.php/3483441
http://www.nfr.com/solutions/download/HotPick-IPS-Review.pdf
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IPS-1 Architecture

IPS-1 Management Dashboard
+ Centralized Management

* Real Time Views

» Advanced Forensics

* Reporting and Compliance

IPS-1 Management Server
* Optimized Data Store

* Multi-Element Correlation

* Dynamic Shielding

IPS-1 Sensor

* Hybrid Detection Engine

» Confidence Indexing

* Open signature language

* Multi-mode prevention appliance
with Failover

3rd Party Integration

- HP OpenView
Arcsite, Intellitactics
Netforensics
Nessus

More...
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